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AZ-801 Demo

Question: 1

DRAG DROP
You are planning the implementation of Cluster2 to support the on-premises migration plan.
You need to ensure that the disks on Cluster2 meet the security requirements.

In which order should you perform the actions? To answer, move all actions from the list of actions
to the answer area and arrange them in the correct order.

Actions | Answer Area

Add a disk resource to the cluster.

Enaplg BitLocker on the volume.

Update the BitLockerProtectorinfo property of the volume. ] [
Create a Cluster Shared Volume (CSV). \ ‘

Put the disk in maintenance mode.

Answer:

Explanation:

Add a disk resource to the cluster.
Create a Cluster Shared Volume (CSV).

Put the disk in maintenance mode.

Enable BitLocker on the volume.
Update the BitLockerProtectorinfo property of the volume. |

Reference:
https://docs.microsoft.com/en-us/windows-server/failover-clustering/bitlocker-on-csv-in-ws-2022

Question: 2

HOTSPOT

You need to implement a security policy solution to authorize the applications. The solution
must meet the security requirements.

Which service should you use to enforce the security policy, and what should you use to manage the
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policy settings? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Enforce the security policy: v

Microsoft Defender Application Control
‘Microsoft Defender Application Guard
Microsoft Defender Credential Guard
Microsoft Defender for Endpoint

Manage the policy settings: v

Configuration profiles in Microsoft Intune
Compliance policies in Microsoft Intune
Group Policy Objects (GPOs)

Answer:
Explanation:
Enforce the security policy: v
‘Microsoft Defender Application Control |
Microsoft Defender Application Guard
Microsoft Defender Credential Guard
Microsoft Defender for Endpoint
Manage the policy settings: v
Configuration profiles in Microsoft Intune
‘Compliance policies in Microsoft Intune
'Group Policy Objects (GPOs)
Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
application-control/wdac-and-applocker-overview

Question: 3

You are remediating the firewall security risks to meet the security requirements.
What should you configure to reduce the risks?

A. a Group Policy Object (GPO)

B. adaptive network hardening in Microsoft Defender for Cloud
C. a network security group (NSG) in Sub1

D. an Azure Firewall policy

Answer: A

Explanation:
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Firewall rules configured in a Group Policy Object cannot be modified by local server administrators.

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-
inbound-port-rule

Question: 4

You are planning the deployment of Microsoft Sentinel.
Which type of Microsoft Sentinel data connector should you use to meet the security requirements?

A. Threat Intelligence - TAXII

B. Azure Active Directory

C. Microsoft Defender for Cloud
D. Microsoft Defender for Identity

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/defender-for-identity/cas-isp-legacy-protocols

Question: 5

You are planning the migration of Archivel to support the on-premises migration plan.
What is the minimum number of IP addresses required for the node and cluster roles on Cluster3?

A 2
B.3
C.4
D.5

Answer: B

Explanation:

One IP for each of the two nodes in the cluster and one IP for the cluster virtual IP (VIP).



